CM 






LU 




CD 


LL 

q: 


O 


a: 




CO 







T — 




LU 






(D 












a: 






CD 





OO 




CO 
CO 



CO 
CO 



IT 



CO 




r 


POWER 
BRIDGE 




) r 


POWER LINE 




( 





col 

CM 



CO 



O 

Q- 

CO 
CO 
LU 
O 

o 
< 
a: 

LU 
CO 
3 



CO 

o 



a: CO 

LU LU 

(/i O 

ZD O 
< 



o 



CO 




en CO 




LU LU 




CO O 


O 




CL 


< 





a: 

LU 
CO 
3 



CO 
CO 
LU 
O 
O 
< 



o 

Q- 



300 




336 



308 



I 



INTERNET CONNECTION 



3^ 



EMAIL 
DAEMON 



MOBILE PHONE 



120 



FIG 3 



USER INTERFACE LAYER 



VOICE 
RECOG. 
INTERFACE 



334 



BROWSER 
INTERFACE 



^^\P30 



.332 



NATURAL LANGUAGE PARSER INTERFACE 



HOME AUTOMATION APPLICATIONS 



r326 



DEVICE 
OBJECTS 



DEVICE 
DAEMONS 



310^ 



320 



324/^ 



328 



LOOK-UP 
SERVICES 



NBLS 



ABLS 



APPLICATION 
LAYER 

306 



> 302 



314 



304 



PUB/SUB 
EVENTING 
COMP. 



31 



SYSTEM 
MNGMNT 
DAEMONS 



SSS 



SYSTEM 
INFRASTRUCTURE LAYER 



316 



DEVICES AND 
SENSORS 



-318 



.322 



# 

FIG 5 



502 



OBJECT 
(DEVICE OR 
COMPUTATION) 



SYNCHRONOUS^ 
ADDRESS(ES) 



ASYNCHRONOUS 
ADDRESS(ES) 



506 



FIG 6 




SOFT-STATE STORE (SSS) 




FIG 7 



SYSTEM MANAGEMENT DAEMONS 




POWER LINE 






MONITORING 






DAEMON 




702/^ 



31 



70( 



4 



118 



INTERFERENCES 

806, 



702 



LU 



in 
O 



POWER LINE 
MONITORING 
DAEMON 



LOG 
FILE 



FIG 8 




INTRUSIONS 
,802 



ATYPICAL 
BEHAVIORS 



PATTERN 
MODEL 



PATTERN 
DATABASE 



ANALYSIS 
TOOL 



8087 



812. 



814 



800 



FIG 9 



CONTROL 
PATH 



1010 



INTERNET CONNECTION 



120 



SOFTWARE ARCHITECTURE 



302 



POWER LINE 



118 



NOTIFICATION 
PATH 



1008 



1000 



FIG 10 



EXCHANGE AGE 
INFORMATION 
AMONG 
DAEMON 
INSTANCES 



902 



AT EACH DAEMON INSTANCE 
906 ^908 




YES_ 



I AM THE 
LEADER 



904 



NO 



AM NOT THE 
LEADER 



910 



PERIODICALLY REPEAT 



f 

912 



900 



FIG 11 



COMPUTERIZED DEVICE 



1402, 



PROCESSOR(S) 



141(L 



INPUT 
DEVICE(S) 



MEMORY 



1406. 



STORAGE 



DISPLAY 



1414^ 



OUTPUT 
DEVICE(S) 



1408^ J COMMUNICATIONS 
COMPONENT 



1400 



